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Planned reductions in the U.S. defense budget over the next few years mean that the Department of 
Defense (DoD) has been challenged to spend less while rebuilding military readiness. To confront this 
challenge, various parts of the DoD are working on making weapons systems development more agile. 

The complete defense supplier ecosystem is now expected to deliver affordable, new technologies faster 
and maintain competitive advantage within the allocated budget, which may mean moving away from 
traditional cost-type contracts. The timeline for upcoming military programs is likely to be much shorter, 
forcing defense contractors to completely rethink their development processes. Digital transformation will 
be a key enabler in this scenario.  

Despite a reputation for being rigid, defense companies have responded quickly over the last year to make 
step changes that reduced the impact of COVID-19 on their supply chain and deliveries. They must now 
work similarly swiftly to reap the full benefits of digital transformation: additional revenues enabled by 
digital services, operational flexibility, lower costs, optimized working capital, and increased speed-to-
market.  

Digitization holds the potential to unlock billions in annual value globally, making digital transformation a 
must to improve margins on existing programs and to be competitive on next-generation platforms. 
Benefits vary widely by function, by position in the defense value chain, and by transformation stage. 
Figure 1 shows the expected range of potential improvements, according to AlixPartners analysis. 

 

DIGITAL FOUNDATIONS 

While the disruption from COVID-19 was an unexpected catalyst for DoD suppliers to start or hasten their 
digital progress, A&D companies can be at risk for failing in their digital journey.  

https://comptroller.defense.gov/Portals/45/Documents/defbudget/fy2021/FY21_Green_Book.pdf#page=14
https://media.defense.gov/2019/Jul/12/2002156622/-1/-1/1/DOD-DIGITAL-MODERNIZATION-STRATEGY-2019.PDF
https://www.alixpartners.com/insights-impact/insights/ad-minute-connected-aircraft-hype-real-game-changer/
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Digital transformation should be undertaken to generate value, and the sources of value need to be defined 
at the executive level. Improvement targets must be set and measured, and business leaders held 
accountable. Often, companies don’t fully grasp that digital transformation is not a standalone initiative 
limited to one team or process but must involve the entire organization. It is not about pushing new 
information technology systems that still operate in functional silos. Instead, it requires fundamental 
rethinking of product development, production and sustainment processes, and operating models as well 
as the technology strategy and architecture of products.  

Company leadership and management need to be believers and put digital at the core of overall corporate 
strategy. A key move that signals an organization’s seriousness toward making a difference is appointing a 
chief digital officer. This can be the first step in creating necessary organizational infrastructure that 
ultimately leads to clear objectives, measurability, and accountability. 

A&D companies can often find it challenging to shift from their traditional “failure is not an option” and 
“exquisite solution” paradigms to digital’s “learn fast, learn often” agile mindset. The cultural changes this 
demands are huge but critical to attracting qualified digital talent. Competition for data scientists and 
software engineers is tough, as Silicon Valley is a powerful magnet. A&D companies must tailor locations, 
office environments, career paths, salary grids, and create flexible employment schemes to have a chance 
to appeal to the current and upcoming generations of digital talent. 

Another paradigm shift is likely to come with the selection of the right weapons systems architecture. 
Rather than starting from scratch, using plug-and-play or modular building blocks drives up the level of 
design reuse and reduces cost, development time, and risk. An agile structure that promotes proof-of-
concept design and test-and-learn cycles is essential to ensure scalability and increased speed-to-market 
(Figure 2). 

 

https://www.alixpartners.com/insights-impact/insights/why-you-need-a-chief-digital-officer/
https://www.alixpartners.com/insights-impact/insights/why-you-need-a-chief-digital-officer/
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While many A&D players have understood the benefits of agile development, there are still challenges to 
pragmatic deployment and reaping full benefits. Software is leading the way, but a redesign of the 
engineering development process, production architecture, and a culture shift can also lead to agile 
development of hardware. 

HOW TO GET STARTED  

To realize successful digital transformation, A&D companies must first define a scope and set specific 
goals built around five key value creation pillars (Figure 3).   
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For each value creation pillar, business leaders must honestly answer the following key questions:   

• What sources of value will be driven by the planned digital transformation?   

• What benefits will be generated through each targeted source of value and by when?  

• What are the key levers to achieve these goals?  

• What are the digital enablers needed to support the implementation of these levers?   

• How can any gaps be filled?   

 
The next step in the journey is an assessment of the digital maturity of the organization. This should be 
done across ten A&D-specific tenets:  

1. Clear vision and objectives  

2. Quantitative targets  

3. Clear timeframe  

4. Common understanding of digital transformation  

5. Single source of truth  

6. Low functional barriers  

7. Agnostic tools  

8. Enhanced design to lifecycle trade capability  

9. Specific deliverables and formats  

10. Detailed business case for the transformation  

 
Getting started on the right track does not require costly technology or IT investments; efficiencies of 1 to 
3% can be achieved simply by leveraging existing data. The value generated by this low-hanging fruit can 
then be reinvested in new digital initiatives to make further progress. Defense companies that climb the 
ladder of digital transformation and become digitally agile will be able to position themselves as partners 
of choice for the DoD on future acquisition programs. 

  

https://www.alixpartners.com/media/14524/ap_powered_by_data_jan_2019.pdf
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ABOUT US 
For nearly forty years, AlixPartners has helped businesses around the world respond quickly and decisively to their most critical challenges 
– circumstances as diverse as urgent performance improvement, accelerated transformation, complex restructuring and risk mitigation. 

These are the moments when everything is on the line – a sudden shift in the market, an unexpected performance decline, a time-
sensitive deal, a fork-in-the-road decision. But it’s not what we do that makes a difference, it’s how we do it. 

Tackling situations when time is of the essence is part of our DNA – so we adopt an action-oriented approach at all times. We work 
in small, highly qualified teams with specific industry and functional expertise, and we operate at pace, moving quickly from analysis 
to implementation. We stand shoulder to shoulder with our clients until the job is done, and only measure our success in terms of 
the results we deliver. 

Our approach enables us to help our clients confront and overcome truly future-defining challenges. We partner with you to make 
the right decisions and take the right actions. And we are right by your side. When it really matters. 
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